Nucrpykuust mo ndmenenuro PIN-koaa moas3oBarenss Pyroken LTI

1. O0mume noJI0KeHUs

1.1 Hacrtosimas unctpykuus no udmenennto PIN-kona nonwszoBatens Pyroken DL
OTpEeNIEIIICT MepeUeHb NSUCTBUM, HEOOXOIUMBIX IS CAMOCTOSITeNIbHOTO u3MeHeHus: PIN-
KoJ1a noJib3oBatensi Pyroken DIIII.

1.2 JlanHas MHCTPYKUHMs HE pacrpocTpaHserca Ha TokeHsl uieHoB ['OK I'MA-11
(cuHero 1BeTa).

2. Cmena PIN-kona Ha OC Astra Linux

2.1 Ins cmenbl PIN-kona monws3oBatens Ha OC Astra Linux ucnosib3yeTcs yTUiIuTa
«llenTp ynpasnenuss Pytoken». Ecin OHa ye ycTaHOBIIEHA, MEPEUAUTE K IYHKTY 2.8
JAHHOW MHCTPYKLHUH.

Jna YCTaHOBKU nepeuaure Ha CalT
https://www.rutoken.ru/support/download/control-center/ u BriOepere DEB Bepcuto mis
3arpy3ku: «llentp ynpasnenust Pyroken mist GNU/Linux DEB» (Puc. 1).

LleHTp ynpaBneHnus PyToKeH

LleHTp ynpaBnexus PyTOKeH — HHCTPYMEHT aMUHUC TPUPOBaAHUA U YNpaBNeHus YCTPOHC TBaMu
13 nuHeek PyToken 9LIM 3.0 u PyTokeH Lite B onepayuoHkbix cucTemax GNU/Linux u Windows
Bepcus ana Windows BXoguT B cocTaB [lpaitBepoB PyTokeH BepcHi 5 i HoBee

LlenTp ynpaBnenns PyTokeH ana GNU/Linux RPM

1.0.107110.07.2025

LlenTp ynpaenexus PyTokeHn ana GNU/Linux DEB I

LlenTp ynpaBnenus PyTtokeH anga Alt Linux

1.0.10110.07.2025
Puc. 1 — CkaunBaHu€ yTUIUTEI.
2.2 Tlocne BbIOOpa BepcuM HEOOXOJUMO O3HAKOMHUTCS W MPUHATH JIMLIEH3UMOHHOE

COrJiallleHHe MOCTAaBUB COOTBETCTBYIONUIYIO raJOUKy U HaKaB KHOMKY «YCJIOBHS IPUHATHD.
[Tocne sToro HauHETCS 3arpy3ka ycraHoBo4Horo (Qaitna (Puc. 2).



YTBepxaeHo

Mpuka3oM reHepanbHOro AupeKTopa
AO «AkTUB-cCODT»

N2 03-/1C ot 21.08.2018 .

JIMUEH3WOHHOE COrTALLUEHUE
Ha HCMONb30BaHKe NPOrpaMMHbIX NPOAYKTOB
W/unu oHnaii-cepeucos PyTokeH (Rutoken)
Pegakuusa N°2 o1 21.08.2018 r

HacToswuit LOKyMeHT npeAcTasnseT coboi npeanoxerHue AKLHOHepPHOro obuiecTsa «AKTHB-CODT» (aanee —
«[lpaBoo6nagarenb») 3aKNHYUTb COTNALIEHHE HA U3NOXEHHDIX HIKE YCNOBUAX

Mpexpe YeM OTKPbITb NAKeT € NPOrpaMMHbLIM NPOAYKTOM W/MAKM UCNONBb3OBATb €ro COAEPKUMOe, U/MNK Npexae YeM 3arpyxarb v

I Ycnosua JTMLEH3MOHHOrO COrnalleHHa NPOYHTaHbl U NPHHATHI B MOMHOM obbeme I

Puc. 2 — JIuiieH3MoOHHOE COTJIAllICHUE.

2.3 Jlna ycranoBku ckadyanHoro DEB-makera mepelinute B 3arpy3ku B Opaysepe.
3arpy3ka (aiiyioB MOKET ObITh OTpaHWYEeHA BCTPOCHHBIMH MEXaHHW3MaMHu O€30MacHOCTH
Opay3sepa. B Takom cirydae Hy>KHO COXpaHUTh (halil HaKaTUEM COOTBETCTBYIONICH KHOTIKU
(Puc. 3).

¥ 3arpyska paitna/LeHtp3ar X ¥ CkauaHHble daitnbl X + N - =
C Y & Chromium | chrome://downloads ?—m :
& Astra Linux - YHu... OnepauyoHHble... Hogas Bknaaka Ctrl+T
Hosoe okHO Ctrl+N
G CKayaHHble (baﬁnbl Q. Mckatb B ckauanHbix daitnax HoBOE OKHO B peX1Me UHKOTHUTO Ctrl + Shift + N
Ucropus
Ceroaxs 3arpysku ctrl+)
3aKnaaku
o rtcontrolcenter_1.0.1-1_amdé4.deb MeHezxep naponeii
https://download rutoken ru/Rutoken/Control_Center/1.0.1/x86_64/rtcontrolcenter_1 Pacwmpexus
MacwTab - 100% + 3

Daitnbl 3TOro TUNA MOTYT HAHECTH BPeA BalleMy KOMNbIoTepy.

Meuats...
OTMeHUTb Coxpanutb TpaHcAuWA...

Haiitu... Ctrl+F

Ctrl+P

AONONHUTENBHBIE UHCTPYMEHTbI
U3MeHuTL BbipesaTb Konupoeate BcraBute
HacTtpoiikun

O Chromium

Bbixoa

Puc. 3 — Pyunoe ckauuBanue Qaiina.

2.4 Tlocme »Toro najas Havajla yCTAaHOBKM HEOOXOAMMO Ha)kaTh Ha Ha3BaHHE
ckauanHoro ¢aiina (Puc. 4).

I rtcontrolcenter_1.0.1-1_amdé4.deb I X

G https:/download.rutoken.ru/Rutoken/Control_Center/1.0.1/x86_64/rtcontrolcenter_1

Moka3aTb B nanke

Puc. 4 — Cxauannpiii (aii.



2.5 Ilocne 3TOro OTKpPOETCS OKHO YCTaHOBKHM makeToB. Heobxoaumo HaxkaTh Ha
KHOIIKY «Y CcTaHOBUTH maker» (Puc. 5).

#F Ycranoeka naketoB — rtcontrolcenter — Mporpam.. _— O X
@ MakeT: rtcontrolcenter
CocTtosiHMe: Bce 3aBMCMMOCTU YO 0B/IETBOPEHDI.
OnucaHue MogpobHoctn Cogepxawmecs pamnbl < 2

Application for Rutoken devices management

Application for Rutoken devices management

I YCTaHOBUTb NakeT I @ OTMeHa

Puc. 5 — OkHO yCTaHOBKU IaKeTa.

2.6 Mosxxet moTpeboBaThCsl BBECTH MApPOJIh MOJIb30Barelsa. HeoOXxoammo ero BBeCTH H
Ha)xxaTb KHOMIKY «Jla» (Puc. 6).

%8 Tpebyertcsa ayTeHTndumkauma — Arent PolicyKitl ot KDE

[lnsa ycTaHOBKMU U yAaneHus nporpaMmm Tpebyercs
ayTeHTUPUKaumN.

MpunoxeHue NbiTaeTCcs BbINONHUTDL EeNCTBUEe, KoTopoe TpebyeT
DONONHUTENbHbIX NpUBMNEeruin. Ans 3toro TpebyeTcs
ayTeHTuduKaums.

Mapons: 00000000 -

' NogpobHocTu >> OTMeHa

Puc. 6 — AyrenTudukanus 1 yCTaHOBKH.

2.7 Tlocne 3TOr0 HaYHETCS MPOLIECC YCTAHOBKU YTUIIUTHI, IO 3aBEPIIECHUU KOTOPOH
HOSIBUTCS. HAANMCh «Y CTaHOBKA 3aBEPIIEHA, TENEPh Bbl MOXKETE 3aKPbITh 3TO OKHO». [y
3aBepILIECHUs HEOOXOAUMO HaxKaTh KHOMKY «IIpumenute» (Puc. 7).



#F YcraHoeka naketoB — rtcontrolcenter — Mporpamma QApt gnay.. _— O

Puc. 7 —3aBepiiieHrie yCTaHOBKH YTUIUTHI.

2.8 TloakmounTe K KOMIBIOTEPY MOJYUYECHHBIN B «Y 1ocToBepstonieM nentpe 'AOY
JI1O MIIKO» TokeH. Y0eauTech, 4TO K KOMIIBIOTEPY He MOAKJII0YEeHbI IPyTriue TOKeHbI.
Heob0xoaumo 3anyctuth yTuuty yepes3 meHto «llyck» pasnen «Ytumute» (Puc. 8).
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2.9 B oTKpbIBIIEMCS] OKHE HAKMHUTE KHOMIKY « AJIMUHUCTPUPOBAHUEY, 3aTEM HAPOTHUB
komaHbl «Cmena PIN-koxaa Ilonb3oBarensy Haxxmute KHONIKY «M3Menutsy (Puc. 9).

) UenTp YnpaeneHus PyTokeH

PYTOKEeH Bepcus: 1.0.1 HacTpoitku 0 nporpamme

@ Ceprudukari AZLMUHUCTpUpOBaHue

@ 06 ycTpoiicTe Ynpasnenue PIN-kogamu

PIN-koa Monb3oearens W3MeHnTb
89 AamunucTpupoBatme

Mpoyee

NmA PyTokeHa
U3MeHUTb
He 3apaHo

PytokeH SUIM 3.0

JAoctynHo: 114 Kb 13 128 Kb

Puc. 9 — Bknaaka aiMUHUCTPUPOBAHUE.

2.10 B okne cmennl PIN-koma BBeaute Tekymuii PIN-kox [Tonbs3oBatens (PIN-koa o
ymouanuio — 12345678), 3atem nBakbl BBeAUTe HOBBIM PIN-KOA M HaXKMHUTE KHOIKY
«3menutsy» (Puc. 10).



CmeHa PIN-koga lNMonb3oBaTens

Hosbii PIN-koA Monb3oBaTens AoNKeH:

o coaepxatb 6 U 6onee CUMBONOB

3aKpbiTb U3MeHUTb

Puc. 10 — Cmena PIN-kona.

2.11 ITocne aTux nectuil nosiBUutcst Haamuch « PIN-kox ycneurHo usMmeHén». MoxHo
3aKpbITh yTHiUTY (Puc. 11).

CmeHa PIN-koga Monb3oBaTens

PIN-KoA ycnewHo n3MeHeH

3aKpbiTb

Puc. 11 — Ycnemnasa cmena PIN-koza.



3. Cmena PIN-koaa Ha OC Windows

3.1 [na cmennl PIN-xoma monws3oBarens na OC Windows ucnonb3yercs yTUIUTa
«Ilanens ympasnenuss Pyroken» (Pytoken npaiiBep). Eciam ona yke ycTaHOBIIEHA,
MEepenINTe K MyHKTY 3.8 TaHHON MHCTPYKIIMH.

s YCTaHOBKH nepenuTe Ha cauT
https://www.rutoken.ru/support/download/windows/ u  BbiOepeTe s  3arpy3KHu:
«/lpaiiBepsl Pyroken miis Windows, EXE» (Puc. 12).

Npausepbl pns Windows

Monb3osaTtensam Windows

Yro6b1 ycTaHoBUTL [lpaiiBepbl PyTokeH ana Windows, 3arpy3uTe yCcTaHOBOYHbIA daiin,
3anycTUTe ero 1 cneayiTe yKa3aHWAM yCTaHOBIMKa. Mocne 3aBeplueHns npolecca
YCTaHOBKM NOAKNIOYMTE PYTOKEH K KOMMNbIOTEPY.

I Dpaiieepbl Pytoken ana Windows, EXE I

Bepcus 5.0.0.0 07 08.10.2025

Mopnepwusaemslie OC:  32-u 64-paspsagHble Microsoft Windows
2022/11/10/8.1/2019/2016/2012R2/8/2012

Jl0NONHKTENBHO Monb3osarenam Windows 7/2008R2

Puc. 12 — CkaunBanue ytunutsl aiig Windows.

3.2 [Tocne BbIOOpa HEOOXOIMMO O3HAKOMUTCS U IPUHSTH JIMLIEH3MOHHOE COTJIallleHHEe
[IOCTAaBUB COOTBETCTBYIOIIYIO raJOYKy U Ha)kaB KHOIIKY «yCJIOBHS MPUHATHD». [Tocie atoro
HayHETCS 3arpy3Ka ycTaHoBoyHOTO daiina (Puc. 13).

YTBepxaeHo 0
puUKa3oM reHepanbHOro AMpeKTopa
AOQ «AKTUB-COPT»
N2 03-/1C ot 21.08.2018 r.

JIMUEH3WUOHHOE COMALLEHUE
Ha UCMONb30BaHHE NPOrPaMMHBbIX MPOJYKTOB
u/unu oHnaiiH-cepeucos PyTokeH (Rutoken)

Pepakuma N°2 ot 21.08.2018 r.

HacToswuit AOKyMEHT npeacTaBnseT co60i npegnoxerue AKUMoHepHoro obuectsa «AkTus-codr» (aanee —
«[lpaBoo6nagarens») 3aKNOYUTb COrNalLeHUe Ha U3NOXKEHHBIX HIXKE YCNOBUAX.

ﬂpe)«ue YEM OTKPbITb NAKET C NPOrpaMMHbIM NPOAYKTOM 1/UNK UCNoNb30BaTh €ro coaepxumoe, w/unu npexae Yem 3arpyxartb v

I Ycnosus JIMLEH3NOHHOrO COrnalleHns NPOYNTaHbl U NPUHATHI B NOSIHOM 06beMe. I

YCJ/I0BUSAl NPUHATDI

Puc. 13 — JInueH3uoHHOE corianieHue.




3.3 lnsg yCTaHOBKM CKAYaHHOIO YCTAaHOBOYHOI'O ITAKEeTa MEPEUAMTE B 3arpy3Ku B
Opaysepe. Ilocne sToro uisi Havajga yCTaHOBKM HEOOXOJUMMO Ha)kKaTh Ha Ha3BaHUE

ckaganHoro ¢aiina (Puc. 14).

CerogHsn

d I rtDrivers (6).exe I (o] () P 4

Puc. 14 — Ckavannbiii (haii.

3.4 Tlocie ATOrO OTKPOETCS OKHO YCTAHOBKH YTWUIUTHL Heobxomammo HaxaTh Ha
KHOTIKY «Y cTaHoBUTHY» (Puc. 15).

APAVBEPbI PYTOKEH

Hauyano yctaHOBKMU

Cospartb Ha Pabouem ctone apnbik LleHTpa ynpasnenus PyToken

GYcranosmb
Cospatb Ha Pabouem ctone apnbik MaHenn ynpasnenna Pytoken

Bepcus: 5.0.0.0

Puc. 15 — OKHO yCTaHOBKM yTHUJIUTHI.

3.5 Ilocne 3TOoro Ha4HETCS MPOILECC YCTAHOBKH YTHIIUTHI, IO 3aBEpIICHUU KOTOPOii
HOSIBUTCS. HAINHNCh «YCTaHOBKA 3aBepuieHa». [[is 3aBepiueHUs HEOOXOAMMO HaKaTh
KHOMKY «3akpbITh» (Puc. 16).



APAVBEPbI PYTOKEH

YCTaHOBKa 3aBeplleHa

Puc. 16 —3aBepiieHue yCTaHOBKH YTHJINATHI.

3.6 Heobxomumo 3anmyctuth yTunuty «lleHTp ynpapneHuss PyToken» udepe3 MEHIO
«ITyck» minu TBOMHBIM KJIMKOM I10 COOTBETCTBYIOIIEH NKOHKE Ha pabouem ctoie (Puc. 17).

Uentp

ynpasnexHna
PyTokeH

Puc. 17 — xonka «llenTpa ynpasnenus Pyroken».

3.7 lloakirounTe K KOMOBIOTEPY MONYUYEHHBIN B «Y 1ocToBepstonieM nenrpe FAOY

JITO MIIKO» TokeH. Y0eauTech, 4TO K KOMIIBIOTEPY He MOAKJII0YEHbI APyTrie TOKEHbI.

B oTkpbIBIIEMCSI OKHE HAXKMUTE KHOMNKY «AJIMUHUCTPUPOBAHUEY, 3aTEM HANPOTUB
koMmanabl «Cmena PIN-koxaa [lonb3oBarens» Haxxmute KHONIKY «M3Menutsy (Puc. 18).



) UenTp YnpaeneHus PyTokeH

PYTOKEeH Bepcusii1.0.1  HacTpoiku 0 nporpamme

(@ Ceprupuarsi AMUHUCTpPUPOBaHUe

@ 06 ycTpoiicTe Ynpasnenue PIN-kogamu

PIN-koa Monb3oeartens W3MeHnTb
82 AamuHucTpupoBaHme

Mpoyee

WmA PyToKeHa
U3MeHUTb
He 3apaHo

PytokeH SUIM 3.0

AoctynHo: 114 Kb 13 128 Kb

Puc. 18 — Bxiiajgka agMuUHUCTpUPOBAHHUE.
3.8 B okne cmennl PIN-kona BBeaute Tekymuii PIN-kon I[Tonb3oBarens (PIN-kon mo

ymouanuio — 12345678), 3atem nBakbl BBeaAuTe HOBBIM PIN-KOA M HaXKMHUTE KHOMIKY
«3menutey» (Puc. 19).

CmeHa PIN-kopa lNMonb3oBaTens

HoBbliit PIN-koA Monb30BaTens AOMKeH:

@ cogepxatb 6 u 60nee CUMBONOB

3aKpbiTh N3MeHUTb

Puc. 19 — Cmena PIN-kona.



3.9 Ilocne atux nenicrBui nosaButcsa Haanuchk «PIN-kon ycnemno nsmenén». MoxHo
3akpeITh yTIUATY (Puc. 20).

CwmMmeHa PIN-koga Nonb3oBaTtens

PIN-K0A yCnewHo n3MeHeH

3aKpbiTb

Puc. 20 — Ycnemnuasa cmena PIN-xona.



